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DETECTS AND PREVENTS

High speed business communication once depended on wires and
cables. Now there's wireless. Wireless network technology has
proven benefits in areas of performance, flexibility, ease of
deployment, and ROI. For most businesses, the ability to
communicate anytime, anywhere, and on any type of device is not
only a reality, but a competitive necessity. The deployment of
wireless networks is now at the top of the priority list for most
corporate IT departments.

Although it is safe to say that wireless networks are growing by
leaps and bounds, they are not yet that safe to deploy. Wireless
networks are exposed to many of the same risks as wired
networks. In addition, they are vulnerable to their own unique set
of risks. Wireless networks transmit data through radio
frequencies that are vulnerable to intruders unless protected.
Intruders exploit this weakness to access confidential systems,
destroy or steal data, and launch attacks that tie up network
bandwidth and deny service to authorized users.

The Secure Wireless Solution

AirXone from VigilantMinds is the ONLY wireless intrusion
prevention solution that monitors and protects your wireless
networks from outside threats, unauthorized access, and
malicious activity. AirXone provides you with the “wired” levels of
security that your enterprise needs for its wireless networks.

Now you can realize all the benefits
that wireless technology has to offer.

AirXone protects your authorized wireless networks via
integration of wireless access monitoring and full 7-layer intrusion
monitoring. AirXone identifies security risks and attacks, ensures
that only authorized users are accessing your wireless
environment, and provides full intrusion detection and prevention
capabilities on your wireless networks. AirXone provides real-time
network audits, monitors the health of your wireless network, and
ensures the continued uptime and proper utilization of your
wireless bandwidth.

To YOUR WIRELESS NETWORKS

- P
ap NPT ~‘
|

~
@m Rogue wireless
[

access point
©
A

Inappropriate
use or abuse P

Real-time access via
AirXone Portal

Misassociated external
wireless access

Unauthorized

wireless access | N
0 "
- AqMoa

o Malicious wireless intrusion
@*) AirXone protects you from malicious -
intruders by detecting and preventing intrusions. -
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o Rogue wireless access point N
@ AirXone detects unauthorized wireless access points set up

by consultants, contractors or employees—including laptops.

9 Misassociated external wireless access
@) Airxone helps prohibit access to external wireless networks
not authorized by your organization.

0 Unauthorized remote wireless access
(*) AirXone prevents unauthorized wireless users from
accessing your wired and wireless networks.

o Inappropriate use or abuse
@ AirXone prevents inappropriate and intrusive behavior by
authorized users.

Real-time access via AirXone Portal.
Gives you full access to wireless intrusion event
details, summary reports & network health statistics.



